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摘要 Summary 

隨著社會環境的變遷、全民健保的實施以及醫療院所間彼此的激烈競爭，醫療院所的經營面對前所未有的衝擊及挑戰。 With the changing social environment, the implementation of national health insurance and hospital competition among each other, the operation of medical institutions face unprecedented impact and challenges. 醫療院所為因應上述的挑戰，也紛紛導入資訊科技以期有效提升經營績效，並增加組織的競爭優勢。 In response to the challenges of medical institutions, but also the introduction of information technology to effectively improve performance and increase the organization's competitive advantage. 然而，由於大部份醫療相關的系統在開發時都缺乏良好的規劃設計，同時未能考量未來整合性、擴充性、管理性及整體安全性上的需求，因此，常常造成後續系統維護人員系統維護及管理上的困擾。 However, most medical-related systems during development are the lack of good planning and design, while not considering the future of integration, scalability, manageability and overall security needs, therefore, often resulted in follow-up system maintenance personnel system maintenance and management troubles. 此外，雖然病歷資料的數位化可有效的提升對於病患健康照護的品質，但另一方面也衍生出安全管理以及病患隱私權保護的問題。 In addition, while the digitization of medical records can effectively improve the quality of health care for patients, but it also derived from the safety management and patient privacy protection. 縱觀目前國內關於醫院資訊安全方面的相關研究還是相當的不足，且缺乏一個整體的安全架構設計，導致醫院組織對於各種威脅的承受度及應變能力非常的薄弱。 Looking at the current domestic security aspects on the hospital, or rather the lack of relevant research, and the lack of an overall security architecture, leading hospital organization for a variety of threats to tolerance and response capabilities are weak. 因此，本研究的主要目的，是以英國國家標準協會 (British Standard Institute, BSI) 所制定之 BS7799 資訊安全規範標準規範作為本研究的基礎，同時考量現有有限資源、技術條件以及醫療產業特殊性的要求，主要針對醫療院所防毒、防駭（包含部份隱私權保護之議題）之需求，探討 BS7799 實際應用於國內醫療院所資訊安全評估作業的適用性，並依據現行學者專家所提出之安全管理機制與技術建置出一個適用於醫療機構整合性資訊安全的架構。 Therefore, the main purpose of this study is based on National Standards Institution (British Standard Institute, BSI) developed by the information security standard BS7799 standards as the basis of this study, while considering the limited resources available, technical conditions and the health care industry specificity requirements, mainly for medical institutions antivirus, online brokerage (including part of the privacy protection issues) the need of practical application of the hospitals BS7799 Information Security Assessment of the applicability of, and based on the current safety of the proposed experts management mechanism and technical build a suitable medical institution integrated information security architecture. 冀望本研究之研究成果能提供實務界與學術界，醫療機構資訊安全議題上研究之參考。 Look to the results of this study can provide practical and academic fields, medical information security issues and research. 
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Abstract Abstract 

Due to the rapid change in the health care industry and social environment, those health care enterprises are enforced to deal with all challenges and problems Due to the rapid change in the health care industry and social environment, those health care enterprises are enforced to deal with all challenges and problems occurred in this specific industry. To quickly response those challenges mentioned above, those enterprises aggressively adopt information technologies to improve their management performance and competitive advantages. However, because the systems involved in the efficient improvement of hospital enterprise are not designed properly, it causes a lot of problems coming from the poorly design of the integration, extensibility, management and security issues. Besides, the privacy protection of the computerized medical records is another issue we have to pay our attention. Although it is extremely important to protect the hospital information security from being illegally modified or accessed, the development of hospital security is still in its infancy stage and lacks of an integrated security architecture. In this research, we hope to utilize the recommendations proposed by the BS7799 as the basis of this research to improve the security of the integrated hospital security. The purposes of this proposal focus on two major topics: first of all, according to the guidelines of BS7799, we develop some hospital security recommendations which are suitable for the improvement of hospital security especially for the threat of virus and hackers (including partial privacy issues). Secondly, we implement a security framework by using current security mechanisms and technologies to improve the global hospital security. This study cannot only provide a good reference for hospitals in developing security hospital framework but also provides valuable empirical data for occurred in this specific industry. To quickly response those challenges mentioned above, those enterprises aggressively adopt information technologies to improve their management performance and competitive advantages. However, because the systems involved in the efficient improvement of hospital enterprise are not designed properly, it causes a lot of problems coming from the poorly design of the integration, extensibility, management and security issues. Besides, the privacy protection of the computerized medical records is another issue we have to pay our attention. Although it is extremely important to protect the hospital information security from being illegally modified or accessed, the development of hospital security is still in its infancy stage and lacks of an integrated security architecture. In this research, we hope to utilize the recommendations proposed by the BS7799 as the basis of this research to improve the security of the integrated hospital security. The purposes of this proposal focus on two major topics: first of all, according to the guidelines of BS7799, we develop some hospital security recommendations which are suitable for the improvement of hospital security especially for the threat of virus and hackers (including partial privacy issues). Secondly, we implement a security framework by using current security mechanisms and technologies to improve the global hospital security. This study cannot only provide a good reference for hospitals in developing security hospital framework but also provides valuable empirical data for further research. further research. 
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壹、緒論 I. Introduction 

近來電腦病毒 (Virus) 肆虐 [1] 與駭客 (Hacker) 入侵 [2] 猖獗，國內外各型企業都紛紛傳出嚴重災情，醫療產業亦不例外。 Recently, computer virus (Virus) epidemic [1] and the hacker (Hacker) invasion [2] rampant domestic and international enterprises have been a stream of serious disaster, the medical industry is no exception. 由於醫院本身主要的職責在於提供病患良好且適當的照護，一旦資訊系統受到攻擊而無法正常運作時，勢必會影響醫療照護的品質，增加醫院的經營成本，間接亦可能造成客戶流失的問題。 Because the primary role of the hospital itself is to provide patients with good and appropriate care, if information systems are not working when the attack is bound to affect the quality of medical care, increase hospital operating costs, and indirectly cause loss of customers problems. 此外，由於醫院內部儲存有許多病患相關之數位化病歷資料，這部份的資料通常是敏感且與個人隱私息息相關，這部份的資料也是系統非法使用者所欲攻擊的目標 [9] ，而傳統防火牆對於這類攻擊所能提供的保護還是相當有限 [10] ，因此，如何建置一個整合性的醫院網路資訊安全架構及相關的機制，來確保系統正常的運作並保護資料使用的安全性及機密性，便成為一個極為重要的議題，這部份除了相關技術層面需克服外，相關管理機制之建立更是關鍵所在 [11] In addition, many patients the hospital internal storage of digital medical records related to information, this part of the information is often sensitive and closely linked with personal privacy, which is also part of the information systems illegal user wants and hopes for the target of attacks [9], The traditional firewall can provide for the protection of such attacks is still very limited [10], therefore, how to build an integrated hospital network security framework and a mechanism to ensure the normal operation of the system used to protect data security and confidentiality, has become an extremely important issue, this part of the need to overcome in addition to the relevant technical level, the related management of the Mechanism is the key [11] 

縱觀國內目前關於醫院資訊安全方面相關的研究還是相當的不足，且缺乏一個整體的安全架構設計，導致醫院組織對於各種威脅的承受度及應變能力非常的薄弱，因此，本研究將採用英國國家標準協會 (British Standard Institute, BSI) 所制定的 BS7799 資訊安全規範 [12, 13] ，作為醫院組織現行資訊安全作業實施評估的參考依據，提供組織強化資訊安全之建議，以確保有效規範組織安全的重要性，優先執行項目以及資源分配的情況，此外，亦期望能將相關的結果應用於醫院整體系統架構之設計，並配合相關安全機制的建立 [ 14, 15 ] ，來設計出一個符合現行醫院資訊安全需求之整體系統安全架構。 Throughout the country at present on the hospital information security-related research is quite inadequate, and the lack of an overall security architecture design, leading hospital organization for a variety of threats to tolerance and response capabilities are weak, therefore, this study will use the British Guo Jia Standards Institution (British Standard Institute, BSI) developed by the BS7799 Information Security standard [12, 13], as the hospital organization working to implement information security assessment of the existing frame of reference, to provide enhanced security of the proposed organization to ensure effective safety standard organization the importance of the implementation of priority projects and the distribution of resources, in addition, we expect to be able to apply the results related to the overall hospital system architecture design, and with the establishment of relevant security mechanisms [14, 15], to design a line with the existing hospital information security needs of the overall system security architecture. 

因此，本研究之主要目的，希望以 BS7799 標準規範作為研究的基礎，同時在現有有限資源以及技術條件下，提出一個更安全且易於建置之醫療機構整合性網路資訊安全架構與安全管理機制。 Therefore, the main purpose of this study, hope to BS7799 standards as the basis of the study, while the limited resources available and technical conditions, to propose a more secure and easy to build an integrated network of medical institutions, information security architecture and security management mechanism . 其次，探討 BS7799 實際應用於國內醫療院所資訊安全評估作業的適用性，並依據現行學者專家所提出之安全技術，提出適用於 BS7799 各控制要點的具體作法及措施，以期本研究之成果能提供實務界與學術界，醫療機構資訊安全議題上研究之參考。 Secondly, we explore the practical application of the hospitals BS7799 Information Security Assessment of the applicability of, and according to experts proposed by the existing security technology, made applicable to all control points BS7799 specific practices and measures to the results of this study can provide practical and academic fields, medical information security issues research. 

貳、文獻探討 Two, the literature 

一、 BS7799 1, BS7799 

BS7799 為英國國家標準協會 (British Standards Institute, BSI, 1999) 所制定之資訊安全標準，其主要目的在於確保企業資訊相關資產，包括實體、軟硬體設施、資料及資訊之安全，避免因為企業內外部之各種威脅及本身之缺失，而發生企業資訊安全相關事件。 BS7799 is the British National Standards Institute (British Standards Institute, BSI, 1999) established the information security standards, the main purpose is to ensure that the relevant business information assets, including physical, hardware and software facilities, information, and information security, avoid the enterprise external threats and the loss itself, and enterprise information security-related incidents occurred. 其本身標準設計的主要精神在於確保資訊之機密性、完整性及可用性的三大原則之下，建立完善的資訊安全系統，因此， BS7799 包含了不同面向之企業安全政策，從安全政策的擬定、安全責任的歸屬、風險的評估、存取控制等均有所著墨，並廣泛的包含所有安全議題，且可適用於不同的產業及組織，是一個內容相當完整的資訊安全標準。 Its own standard design is to ensure that information of the main spirit of the confidentiality, integrity and availability of the three principles, to establish a sound information security system, so, BS7799 contains different for the corporate security policy, security policy formulation from , the attribution of responsibility for security, risk assessment, access control all has some fleshed out, and a wide range of contains all the security issues, and applicable in different industries and organizations, the content is a very complete information security standards. 雖然在資訊安全管理規範標準中尚包含其它的標準，如： COBIT 以及 TCSEC 等標準 [3] ，且其目標皆為確保資訊的機密性、完整性及可用性等特性，但是由於各標準彼此性質、處理資訊安全的方式及評量的方式皆不同，各標準皆有其各自適合之應用，但若以整體企業資訊安全管理的角度來思考， BS7799 較能符合本研究之需求。 Although information security management practices standards still contain other standards, such as: COBIT and other standards TCSEC [3], and its objectives are all to ensure information confidentiality, integrity and availability of such features, but because the standards of another nature, process information in a secure manner and the way assessment are different for each standard has its own application, but the overall corporate information security management point of view to think, BS7799 better able to meet the needs of this study. 

由於 BS7799 I:1999[12] 的內容已成為國際標準組織 (International Standards Organization, ISO) 所承認的 ISO-17799 國際標準，因此，資訊安全相關的規範也逐漸為企業及各國所重視，國外及國內均開始依照此標準來訂定適合於各國國情使用之標準規範。 As BS7799 I: 1999 [12] the content has become an International Standards Organization (International Standards Organization, ISO) recognized by the international standard ISO-17799, therefore, information security-related specifications are also gradually valued by companies and countries, foreign and China are beginning to set in accordance with this standard for the national conditions of use standards. 國內與 BS7799 相關的研究有陳祥輝 (2000)[4] 的“資訊系統的安全管理及鑑識軌跡設計－基於 MIB 與資料庫之探討”，該論文主要是利用 BS7799 提出一個安全管理模式及使用者對系統的存取軌跡測試，以防止駭客入侵，並利用稽核的方式來識別出危及系統安全之情事；李慶民 (2000)[5] 提出 ” 以 BS7799 為基礎建構資訊安全評選模式之研究 ” ，其主要是以 BS7799 為基礎，針對虛擬私用網路建立相關評選模式以得到資安相關客觀的結論；劉永禮 (2002)[2] 提出 ” 以 BS7799 資訊安全管理規範建構組織資訊安全風險管理模式之研究 ” ，其主要是利用 BS7799 所建立的控制要點及項目，作為組織資訊安全風險管理衡量的依據，並建立一個風險管理的模式。 Domestic and BS7799-related research has Chenxiang Hui (2000) [4] "Information system security management and forensic trajectory design - based on the MIB and the database of", the thesis is the use of BS7799 to propose a security management model and user access track test of the system to prevent hacking and to use audit to identify ways to compromise system security violations; to Mine (2000) [5] that "to BS7799 security selection based Information Models", its mainly based on BS7799, for the establishment of virtual private network selection mode to be related to information security related to objective conclusions; Liu Yongli (2002) [2] "to BS7799 Information Security Management standard build organizational information security risk management model research ", which is mainly created using BS7799 and project control points, as a measure of organizational information security risk management basis and to establish a risk management model. 

BS7799 在醫療產業上應用之研究包含： Janczewski(2002)[11] 使用 BS7799 於發展醫療資訊系統 (Healthcare Information System, HIS) 方面的研究，探討 HIS 發展的基本安全基礎，並獲得 HIS 發展中安全相關議題的基礎建議，但是由於此篇論文的重點著重於 HIS 方面安全性的探討，而本研究則是希望能以全面性及整合性的觀點來探討 BS7799 在醫療產業的適用性並提出我們的建議以供國內各醫療院所強化其本身資訊安全管理之參考，而此篇論文部份的研究成果，可做為我們在醫療資訊系統安全性驗證之依據；葉相妤 (2002)[6] 提出“運用 BS7799 檢測醫療院所資訊安全管理作業文件之研究”，該研究中，也是以 BS7799 為基礎針對各醫療院所上繳衛生署的資訊安全管理作業文件分析各醫院資訊安全的程度，並與國外的研究結果相比，探討國內外的差異情況，同時並歸納出不同的等級的 BS7799 規範以為醫院採用之標準。 The application of BS7799 in the medical industry study include: Janczewski (2002) [11] using BS7799 in the development of medical information system (Healthcare Information System, HIS) aspects of the study, on the basis of HIS development of basic safety and security-related access to HIS development the basis of the proposed issue, but because the focus of this paper focuses on HIS side of safety, but this study is the hope of a comprehensive and integrated approach to examine the applicability of BS7799 in the medical industry and make our recommendations for domestic medical institutions to strengthen their own reference for information security management, while part of this thesis research, as part of our security in medical information system based on verified; leaves with yu (2002) [6] that "the use of BS7799 testing information security management practices of medical institutions of the documents, "the study is to BS7799-based health care facilities paid for the Department of Health analysis of information security management practices document the extent of information security in hospitals and with foreign The results compared to the difference of the situation at home and abroad, while also summarized the different levels of BS7799 standard specification that hospitals use. 雖然這部份所達成的目標與本研究所欲進行的研究類似，但是由於該研究是採用各醫療院所上繳的文件作為資料分析的來源，這些資料若沒有經由詳細的求證程序，那麼很難確保文件記錄結果是否與目前各醫院的現況相符，而所得到的結論的信、效度也會降低。 Although this part of the agreed objectives and present research conducted a similar study, but because the study used the documents turned over to the medical institutions as a source of data analysis, these data without confirmation by the detailed procedures, it is difficult to ensure that documented whether the results with the current status of the hospitals in line, but to the conclusion of the reliability and validity will be reduced. 而本研究主要的研究重點，則是偏重於整合性醫院資訊安全架構之研究 The focus of this research study, it is biased towards an integrated hospital information security architecture study 

二、醫療院所資訊系統安全的需求 Second, hospital information system security requirements 

近年來資訊安全事件的頻繁，使得安全的議題逐漸的受到重視。 Information security incidents in recent years, frequent, gradually making the security issue seriously. 根據 Loef et al. 等人 [16] 認為醫療院所安全保護範圍應使其免於 (1) 人或財產的實體損害 (2) 隱私權的侵犯 (3) 病歷資訊的遺失或破壞 (4) 操作完整性或一致性的危害。 According Loef et al. And others [16] that the safety of medical institutions from the scope of protection should be to (1) physical damage to person or property (2) privacy violations (3) the loss or destruction of medical information (4) harm the integrity or consistency of operation. 而在醫療組織安全的設計方面， Loef 也建議第一步應仔細識別及分析目前對於人員，資產以及資訊存在那些潛在的威脅，以及抵抗弱點 (Vulnerability) 的評估。 Safety in the design of medical organizations, Loef has proposed the first step should be careful for the identification and analysis of the current personnel, assets and information to those potential threats exist, and the resistance to vulnerability (Vulnerability) assessment. 其次，在完成潛在威脅的評估後，將有助於制定安全的對策，因此，威脅分析是建立一個有效且安全系統的重要組成元素。 Secondly, after the completion of the assessment of potential threats, will help develop security measures, therefore, threat analysis is to establish an effective and vital component of security systems. 以下將針對醫院目前常見的電腦病毒及駭客攻擊等兩大安全威脅，以及病患隱私權保護之議題，探討如下： The following will be common for hospitals are computer viruses and hacker attacks such as the two major security threats, and protection of patient privacy issues, as the following: 

1. 電腦病毒及防治措施 Computer virus and prevention measures 

2. 所謂「電腦病毒」，泛指一些能夠影響電腦正常運作之有害程式，通常是指一段刻意被寫作之可執行電腦程式碼。 The so-called "computer virus", generally refers to the normal operation of the harmful impact of computer programs, usually refers to a deliberately been writing executable computer code. 隨著資訊科技與網路技術之進步與普及，電腦病毒之設計愈來愈精緻，其威力也愈來愈強，造成之破壞也愈來愈嚴重，而「網路病毒 (Cyber plagues) 」已是電腦病毒發展的當代熱門產物。 With the information technology and network technology progress and popularity of the design of more sophisticated computer viruses, their power and more and more strong, causing the damage is getting worse, and "Internet Virus (Cyber plagues)" has been is the development of contemporary popular computer virus product. 電腦病毒之防治與企業資訊安全政策有關，防毒之措施可從個人端與企業網路端來探討。 Computer virus prevention and corporate information security policy-related, anti-virus personal side of the measure and the corporate network from the client to explore. 就個人端而言，廖國銘等研究人員 (2003)[1] 提出以下具體準則： (1) 定期備份資料、 (2) 定期更改密碼 (3) 不隨意開啟不明郵件附加檔、 (4) 不隨意開啟檔案資料夾之分享、 (5) 不隨意下載未經安全認證之軟體、 (6) 使用軟碟片或可攜式硬碟前應先進行掃毒、 (7) 事實更新版本或完成修補的動作、 (8) 安裝防毒軟體及定期更新病毒碼、 (9) 適度調高瀏覽器的安全性設定等級；至於企業網路端，其亦提出以下要點： (1) 企業防火牆的建置及規劃、 (2) 伺服器端關閉無使用之通訊埠、 (3) 內部網路之區隔、 (4) 使用者權限管理、 (5) 對企業之 E-mail 掃毒過濾、 (6) 建立代理人 (Agent) 制度、 (7) 建立入侵偵測系統。 On a personal side, the Liao Guoming and other researchers (2003) [1] proposed the following specific criteria: (1) regularly back up data, and (2) Change your password regularly (3) does not free to open unknown email attachments, (4) does not arbitrarily Open the file folder for sharing, (5) does not feel free to download the software without a safety certificate, (6) with a soft disc or portable hard drives should be preceded by an anti-drug, (7) The fact an updated version or a complete repair action, (8) Install anti-virus software and regularly update virus signatures, (9) moderate increase your browser security settings level; As for the corporate network side, it also made the following points: (1) Enterprise Firewall deployment and planning , (2) server-side without the use of the port closure, (3) of the internal network segments, (4) user rights management, (5) of the drug enterprise E-mail filter, (6) establishment of agency person (Agent) system, (7) the establishment of intrusion detection systems. 

3. 網路入侵及防治措施 Network intrusion and prevention measures 

隨著網際網路的蓬勃發展，為人們帶來了生活極大的便利，但另一方面而言，由於企業的電腦設備透過 Internet 網路而彼此相連，因此，有心人士更可以利用目前企業資訊系統或是現有作業平台已知的一些安全性漏洞，進行入侵攻擊，以達成特定的目的 ( 林秉忠 , 2001)[7] 。 With the vigorous development of the Internet, for people living a great convenience, but on the other hand, since the enterprise computer equipment connected to each other through the Internet network, therefore, interested parties can also use the current enterprise information system or some of the existing platform known security vulnerabilities, to intrusion, in order to achieve a specific purpose (Lin Bingzhong, 2001) [7]. 一般而言，系統入侵者的目的包含：（ 1 ）當作入侵其他機器的跳板、（ 2 ）盜用系統資源、（ 3 ）竊取機密資料以及（ 4 ）惡意攻擊。 In general, the purpose of the system invaders include: (1) as a springboard for the invasion of other machines, (2) theft of system resources, (3) theft of confidential information and (4) malicious attacks. 系統入侵者的身份可歸納為（ 1 ）系統外部的使用者、（ 2 ）越權的使用者以及（ 3 ）瀆職的管理者，其中以第二類越權的使用者發起之攻擊最常見 [17] ，因此，如何透過管理的機制來加強企業內部安全之控管，也是一個非常重要的議題。 System, the identity of the intruder can be summarized as (1) outside the system users, (2) ultra vires of the user, and (3) misconduct of the managers, of which the second category of attacks and unauthorized users to launch the most common [17] Therefore, how to manage the system to strengthen internal security controls, is also a very important issue. 此外，若能針對組織本身的特性訂定適用的資訊安全政策，如：加強內部控管及稽核機制、資料的定期備份、建立緊急的應變計劃 … 等資訊安全管理相關的規範，除可增加入侵的困難度外，亦能有效降低入侵事件所造成的損害。 In addition, the Texing be able to evaluate the organization itself provides the information security policy to be applicable, such as: strengthening of internal control and audit mechanisms, data backup regularly, emergency contingency plans, safety management of information ... and so the norms will increase the Ruqin difficulties givers, can also reduce the damage caused by the invasion. 

( 三 ) 隱私權保護 (C) Privacy 

隨著資訊科技及網路技術的蓬勃發展，造成資訊流通的方便，而另一方面也使更多人擔心個人醫療資訊隱私保護的問題 [6,16] ，因為透過網路的影響，病人個人健康相關的電子化資訊會更容易遭受入侵及破壞，同時可能被大量的散佈，而侵犯到個人的隱私 [18] 。 With the information technology and the rapid development of network technology, resulting in easy flow of information, while the other hand, more and more people worry about the protection of personal health information privacy issues [6,16], because of the impact of the network, individual patients health-related electronic information is more vulnerable to invasion and destruction, and might be a lot of spread, thus infringing the privacy of individuals [18]. 在與個人醫療相關的隱私權保護中，以美國的 HIPAA 隱私權保護相關法規最具代表性，其隱私權的保護包含五大原則 [8,19] ，內容如下： In the privacy of personal health-related protection to the U.S. HIPAA privacy regulations to protect the most representative of its five principles include the protection of privacy [8,19], which reads as follows: 

(1) 病患掌握原則：病患有權看到並取得自己的病歷並有權要求更正不正確的病歷記錄，健康照護的提供者未取得病人同意不得揭露病患病歷資料。 (1) the principle of patient control: patients have the right to see and access their own medical records and the right to request correction of incorrect medical records, health care providers to obtain patient's consent shall not disclose patient medical records. 

(2) 責任原則：儲存病患病歷資料的資料庫管理員須對其資料管理之政策、作業流程及系統負完全之責任。 (2) the principle of responsibility: store patient medical records to the database administrator for its data management policies, processes and systems bear full responsibility. 

(3) 公共責任原則：為兼顧個人隱私及社會福祉，如為提升照護品質，減少照護危機，以維護公共衛生之使用，可不經過病患之同意，但資料之釋出應建立良好的規範。 (3) the principle of public responsibility: to balance individual privacy and community well-being, such as to improve the quality of care, reduce care crisis, to protect the public health use, do not undergo the consent of patients, but the information released should be to establish a good standard. 

(4) 使用限制原則：使用者僅能取得最低之資料，個人健康資訊應只能用於健康照護目的，雇主不可以此作為人員聘用、解雇或升遷之參考，保險公司亦不可以此行銷其產品。 (4) Use limitation principle: Users can only obtain a minimum of information, personal health information should only be used for health care purposes, the employer can not use this as staff hiring, firing or promotion of reference, the insurance company can not be the marketing of its products. 

(5) 安全保護原則：醫療機構應有防範資料不當使用或釋出的機制。 (5) security principles: information on medical institutions should be to prevent improper use or release mechanism. 在隱私的保護上應建立一定的流程，並應指派專人負責隱私保護的提醒與監控。 In the protection of privacy should establish a process, and privacy protection should be assigned responsibility for the reminder and monitoring. 

為確保資訊安全架構之完整，這些與病患隱私權相關的議題，也應在此架構設計時，一併納入考量。 Information security framework to ensure the integrity of these privacy-related issues with patients should also be designed in this framework, be taken into account. 

叁、安全資訊系統架構之設計 Triple, safety information system architecture design 

一、現行醫療機構使用網路之需求 First, the current demand for health care organizations use the Internet 

現行醫療機構使用網際網路之需求主要都為配合主管機關之行政命令或是法令規定，於規定的時間內，將資料上傳至主管機關，而資料傳送的方式有可能是由醫療院所採逐筆輸入的方式，或是傳送彙整檔案的方式來進行，傳送的時機大部份也是依據所轄業務機關所規定的期限內，將資料上傳，常見的資料上傳之需求，如：新生兒通報，老人檢健 … 等。 Existing medical institutions use the Internet to meet the needs of the main competent authority, all orders, or laws and regulations, within the prescribed time, the information is uploaded to the competent authority, and data transmission method may be adopted by medical institutions input case by case approach, or send files compiled way to proceed, the timing of delivery is based on the majority of business organizations under its jurisdiction within the period specified, the data upload, data transmitted from the common needs such as: neonatal informed, the elderly and health ... and so seized. 此外，尚包含一些例外的狀況，如： SARS 病患名單，是由主管機關視需求要求相關醫療院所傳送的資料。 In addition, still contains some exceptional conditions, such as: SARS patient lists is required by the relevant competent authority, as the demand for hospital transfer of information. 綜觀上述這些應用的需求，醫院內實際利用網際網路來傳輸資料的頻率較低且資料量很少，一般而言，醫院都是偏重於內部資料的處理，較少涉及外部資料的傳送，因此，在我們所提出的架構中，特別針對這種特性提出一個 Internet 上網區的規劃，並將其獨立於公司內部網路運作之外，彼此間若有資料傳遞的需求，則可透過另外設計的 Intranet/Internet 資料交換機制來完成。 Looking at the demand of these applications, the hospital actually use the Internet to transmit information on the frequency of low and very small number, in general, hospitals are biased towards the internal data processing, and less involved in the transmission of external data, so In our proposed framework, we present a particular view of this planning area Internet access, and its independent operating companies within the network, the transmission of information between each other if needs be allowed have to design the Intranet / Internet information exchange mechanism to complete. 

未來配合健保 IC 卡的實施，病患的就醫及申報資料可能必須採取日結的傳送方式，這部份傳輸的資料量會較現行的需求為高，這部份也是我們在設計系統架構時必須納入的考量之一。 Future implementation of the NHI IC card, the patient's medical and claims data may have to take day-end transmission, this part of the amount of data transmitted will be higher than the existing demand, this part of the design of our system architecture must be considerations into one. 此外，為加強對病患的服務品質，有愈來愈多的醫院，紛紛建置醫院的網頁系統，這個網頁系統除了提供病患健康相關資訊、醫院簡介及醫師內容外，其主要的功能在於提供網路掛號的服務，讓病患或其家屬可直接透過網頁系統，完成掛號的功能，減少病患等候掛號的時間，這個功能也是醫療機構在考量使用網際網路需求時，必須考慮的因素。 In addition, to enhance the quality of service for patients, more and more hospitals have the system build the hospital's website, the website system, in addition to providing patient health information, hospital and physician profile content, its main function is to to provide Internet registration services, to patients or their families directly through the web system, complete the registration function, reduction in waiting time for registration, this feature is also a medical institution in consideration when using the Internet needs to be taken into account . 此外，組織內部使用到網路的時機，除了對外作為訊息交換的媒介外，為加速組織運作的效能和經營績效，通常都是使用 Intranet 網路來完成醫院內部大部份的交易或作業流程，然而， Intranet 的特性為高頻寬，資料傳送速度快以及使用頻率高等特性，這些剛好與 Internet 的特性相反，因此，在規劃系統架構時應特別予以注意。 In addition, organizations the opportunity for internal use to the network, In addition to external作为message exchange of medium Wai, to speed up the organizational operation of Xiaoneng He Jing Ying performance, usually using the Intranet network Lai Wan Cheng Yiyuanneibu Most of the transactions or Zuoyeliucheng, However, Intranet features for high-bandwidth data transfer speed and high frequency characteristics, these features just the opposite with the Internet, therefore, in planning the system architecture should pay special attention. 

二、安全策略規劃 Second, security policy planning 

規劃醫療資訊安全系統時必須要從整體安全防護的觀點來考量，考量因素包括：系統安全保護範圍之界定，風險評估，以及內部控管及稽核制度建立等管理面相關議題的探討，並架構出醫院整體資訊安全之需求，而這部份可配合 BS7799 所規範的 10 項控制要點，來重新審視現有的架構，並排定改善的時程及優先順序，再配合醫院的實際需求，並考量相關要素，修正出符合醫院需求的安全管理規範，將其落實至醫院的經營管理內。 Planning medical information systems must be from the viewpoint of the overall security considerations, taking into consideration factors such as: defining the scope of system security protection, risk assessment, and establishment of internal control and audit system related issues such as management of surface and structure of the overall information security needs of the hospital, which is part of the line with the BS7799 standard by the 10 control points to re-examine the existing structure, and improve the time-schedule and priorities, together with the actual needs of the hospital, and considering the relevant factors , amendment that meet the security needs of hospital management practices, to implement the operation and management within the Hospital. 而其它的需求，如：隱私權保護相關的議題，也應納入系統安全規劃之中。 And other needs, such as: privacy related issues should also be included in system security planning. 其次，再來考量技術面之需求，這方面主要是針對防毒 (Anti-virus) 與防駭 (Anti-hacker) 兩大措施來進行，這部份可依據 BS7799 在存取控管控制要點之建議來設計，且根據許多學理與實務案例分析得知，駭客入侵之管道主要來自外部之網際網路，而電腦病毒之傳播，除了網際網路外，企業內部電腦之不當檔案存取、複製亦是主要傳染源，因此，有效區隔 Internet 與 Intranet 網路實體拓蹼 (Topology) 並制定完整且嚴謹的規範來限制同仁電腦文件之存取，才是杜絕電腦病毒與駭客入侵之根本解決方案。 Second, again the technical aspect of the demand, this is mainly for anti-virus (Anti-virus) and brokerage accounts (Anti-hacker) the two measures, which in part may be based on BS7799 in the control points of the proposed access control to design, and according to many academic theories and practical case studies that, hackers from the outside of the main channels with the Internet, and computer virus transmission, in addition to the Internet, the corporate computer improper file access, copying also is the main source of infection, therefore, effective Internet and Intranet network entities separated topology (Topology) and to develop a complete and rigorous peer norms to restrict access to computer documents, is to eliminate computer viruses and hacker attacks the fundamental solution . 除了防範機制外，機動且完善的災害復原機制亦不可或缺，因此，選擇適當之防毒軟體並導入有效之軟體派送系統，將扮演災害復原之重要角色。 In addition to prevention mechanisms, mobile and the perfect disaster recovery mechanism is also essential, therefore, choose the appropriate antivirus software and the software into an effective delivery system, will play an important role in disaster recovery. 綜合上述，「嚴格管制上網」、「杜絕任意檔案輸出入」、「導入專業之軟體派送系統」與「建置企業掃毒系統」，即是本研究提出且建置之安全資訊系統架構之主要精神。 The above, "strictly control the Internet", "eliminate any file input and output," "into professional software delivery system" and "build enterprise anti-drug system", that is, this research and deployment of the safety information system architecture of the main spirit. 而在本系統架構的建構過程中，必須反覆的利用 BS7799 安全管理規範中的各種不同控管要點，持續評估及改善此系統架構並建置適當的機制來滿足資訊安全管理的需求。 In the process of constructing the system architecture must be repeated using BS7799 security management practices in a variety of different control points, continuous assessment and improvement of the system architecture and build appropriate mechanisms to meet the demand for information security management. 
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三、安全資訊系統架構 Third, the security of information systems architecture 

在考量醫療機構作業特性與對 Internet 使用需求特性，本研究提出一個安全之資訊系統架構如圖 1 所示，其主要組成包含：隔離之 Intranet 網路區、隔離之 Internet 上網區、 Internet 防火牆、 Intranet 公用文件區、 Intranet/Internet 資料交換系統以及防毒與派送系統等。 In consideration of operating characteristics of medical institutions with the demand characteristics of Internet use, this study proposes a safety information system architecture shown in Figure 1, its main components include: isolation of the Intranet network area, isolated area of Internet access, Internet firewall, Intranet public file area, Intranet / Internet data exchange systems and anti-virus and delivery system. 在此架構下，全院區分為 Intranet( 醫療系統區 ) 與 Internet( 上網專區 ) 兩個實體上互相獨立之網路，醫療系統區無法使用 Internet ，而上網專區無法使用醫療系統。 In this framework, a full-house divided into Intranet (medical systems) and Internet (Internet zone) on the two entities are independent of the network, district health care system can not use the Internet, the Internet zone can not use the health care system. 以下說明之 ( 個案醫院擁有兩棟大樓 ) 。 Described below (the case hospital has two buildings). 

1. 隔離之 Intranet 網路區 Isolation of the Intranet Web zone 

在網路佈建上，將醫院日常作業所在之網路區域完全規劃成獨立之區域網路，此區域網路上包含所有支援醫院作業之個人電腦、資料庫系統主機，以及所有其他設備。 In the network construction on the daily operations of the hospital where the full plan area of the network into independent local area network, the local network to support hospital operations include all personal computers, mainframe database system, and all other equipment. 使用者使用連接於 Intranet 網路之個人電腦來進行所有醫院相關之內部應用系統 ( 例如：醫師使用之門診醫囑系統、行政人員使用之人事系統 …) ，以及電腦文件製作 ( 例如：衛教文件編製、門診人次分類試算結果存檔 …) 。 Users connected to the Intranet network of personal computers to carry out all hospital-related internal applications (such as: physicians use outpatient medical advice systems, personnel systems used by administrative staff ...), and computer documentation (such as: health education documentation , out-patient visits result of classification spreadsheet file ...). 在此網路之個人電腦完全無法連上 Internet ，其若真有連上 Internet 之必要，則其必須親至「 Internet 上網區」上網。 In this network the PC completely unable to connect to the Internet, its if this is really connected to the Internet the need, their need to proceed to the "Internet access zones" online. 此部份強調之隔離，在於網路拓蹼上實際與連上 Internet 之網段絕對區隔沒有任何互連之網路線路，亦即不使用 Virtual LAN 等網路技術所作之邏輯劃分 ( 實體上 Internet 與 Intranet 彼此仍共用相同網路傳輸媒體 ) ，此外，針對 Intranet 內部系統的使用，必須強化權責區分，以及系統的存取控制，唯有授權的使用者才有存取及使用系統的權利，此外，對於系統的使用情況亦必須加以記錄，以作為系統稽核之依據。 This part of the stress of isolation, is the network topology on the real and the segment connected to the Internet is absolutely no connection of the network segment lines, which do not use Virtual LAN and other network technology division by the logic (entity Internet and Intranet network with each other still share the same transmission media), in addition, the use of internal systems for the Intranet, to strengthen the distinction between rights and responsibilities, and system access control, only authorized users have the right to access and use the system In addition, the use of the system must also be recorded as a basis for auditing the system. 

2. 隔離之 Internet 上網區 Isolation of the Internet access area 

Internet 上網區之目的在於提供一特定地點，供醫院同仁連線上網。 Internet access area is intended to provide a specific location for the hospital staff to connect the Internet. 醫院需選定特定集中之地點 ( 例如：醫院之電腦教室 ) 來建置一上網區域。 Hospitals need to focus on the selection of specific locations (eg: hospitals, computer rooms) to build an Internet area. 考量使用上之特殊需求，上網區之電腦可透過較長距之網路佈線配置於醫院之任何地點以方便人員使用。 Consider the use of special needs, Internet area computer network through a longer distance of the wiring configuration for any location in the hospital in order to allow officers to use. 此部份強調之隔離， This part of the stress of isolation, 

在於上網區網路與 Intranet 完全隔絕，上網區之電腦無法進入 Intranet 區域。 Internet and Intranet access area is completely isolated, the computer can not enter Internet Area Regional Intranet. 一旦此區域之 Internet 主機或其他電腦遭受駭客破壞或病毒肆虐，由於其與 Intranet 獨立，因此不會影響醫院日常之內部作業。 Once this area of Internet host computers from hackers or other damage or virus outbreak, because of their independence and Intranet, so hospitals will not affect the daily internal operations. 

3. Internet 防火牆 Internet Firewall 

隔離之 Internet 上網區與 Internet 間仍需架設高效能之防火牆系統，以保護上網區內之醫院 WWW 、 DNS 與 Mail 等 Internet 主機之安全。 Isolation of Internet access between areas and still need to set up high-performance Internet Firewall system to protect the Internet in the region of the hospital WWW, DNS and Mail, the safety of Internet hosts. 為確保重要主機運作的正常，企業亦可視需求添購入侵偵測系統 (Intrusive Detection System, IDS) ，籍以提升安全防護的等級。 To ensure the normal operation of the important host, as the needs of enterprises can also purchase the Intrusion Detection System (Intrusive Detection System, IDS), membership to enhance the security level. 

4. Intranet 公用文件區 Public File Area Intranet 

此部份在開發或導入一管理全院各式電腦文件之應用系統，人員在電腦編輯完成之文件需上傳至此公用文件區，並且可經由權限設定機制來規範何人或何部門可讀取該文件。 This part of the development or management of the entire hospital into a variety of computer applications, documents, personnel files in the computer editing the completion of public documents be uploaded to this area, and can be set via the permissions mechanism to regulate who or what department can read the file. 此系統之目的除可統一管理醫院文件外，另一重要目的則在提醒人員，其使用之個人電腦隨時可能因中毒與其他原因而被資訊部門重新安裝或收回，屆時存於其內之文件將招到破壞或刪除而無法救回。 The purpose of this system in addition to the unified management of the hospital files, another important objective is to remind staff, the use of personal computers at any time due to poisoning and other causes may be IT departments to re-install or recover, then kept in its files within hiring destruction can not be saved or deleted. 使用者若需將檔案複製至外部媒體 ( 如：軟碟、隨身碟等 ) ，亦需透過公用文件區之機制來完成 ( 例如：在資訊部門之某台電腦配備外部儲存裝置可將外來檔案存至公用文件區或將自公用文件區將檔案輸出至磁碟片 ) ，因為所有一般個人電腦之外部儲存裝置 ( 軟碟機、 USB 連接阜等 ) 皆已被拆除。 For users to copy files to external media (such as: floppy disks, flash drives, etc.), should also be the mechanism through the public documents area to complete (for example: in the IT department of a computer equipped with an external storage device can keep external files to the public documents area or documents from the public area will be the file output to a floppy disk), because all general personal computer of an external storage device (floppy disk drive, USB connection Fu, etc.) have switched to be removed. 

5. Intranet/Internet 資料交換系統 Intranet / Internet information exchange system 

此系統之開發為本架構得以順利運作之關鍵。 This system-based framework for the smooth operation of the development of the key. 在實務上，醫院仍無法完全避免 Internet 上提供之服務不存取醫院內部之資料 ( 例如：網路掛號 ) 。 In practice, the hospital still can not completely avoid the Internet, the service does not provide access to internal hospital information (such as: network registration). 因此，如何建立安全性高之 Internet 與 Intranet 傳輸管道又可免於駭客入侵之威脅，則是本交換系統設計之重點。 Therefore, how to build high security of Internet and Intranet transmission pipeline can be free from the threat of hackers, is the focal point of this exchange system. 一般醫院通常只建置一套防火牆系統來保護 Internet 與 Intranet 之資料互動，然而，許多的國內外案例告訴我們，即使採購任何高效能之防火牆，皆仍無法保證網路駭客之入侵，由近年發生之中華民國總統府網站及美國國防部網站皆曾被駭客入侵之事件即可得到驗證。 Build a general hospital is usually a firewall system to protect the Internet and Intranet information interaction, however, tell us a lot of domestic cases, even purchase any high performance firewall, Internet hackers are still unable to guarantee the invasion, by the recent occurrence of the Republic of China and the U.S. Department of Defense Office of the President web site has been hacked all the events can be verified. 基於安全考量，部份醫院或單位會建置第二層或多層之防火牆來因應，然而這些安全設備仍建置於現有開放性網際網路通訊協定之上，因此潛在之安全威脅並無法保證消除。 For security reasons, some of the hospital or unit will build the second layer or multilayer of a firewall to compete, but these safety devices are still built on existing open Internet Protocol on top of a potential safety threat and therefore can not guarantee elimination of . 

為了免除外來駭客透過網路入侵 Intranet 之危險，其一勞永逸的方式就是不使用網路來作兩者傳輸之媒介，亦即基於 TCP/IP 網路協定之各種潛在危險將不會發生。 In order to remove the external hacker intrusion through the Intranet network risk, which is not the way once and for all to use the Internet for both transmission media, which is based on TCP / IP networking protocol for a variety of potential hazards will not occur. 考量開發便利性與成本效益，透過低層之 RS232C 串列傳輸方式或是其它可替代的傳輸方式來作為 Internet 與 Intranet 溝通橋樑將是極佳之選擇。 Consider the development of convenience and cost-effectiveness of the RS232C serial through lower transmission or other alternative means of transmission as a bridge between Internet and Intranet will be an excellent choice. 其做法是：資訊人員開發主從式 (Client/Server)RS232C(Null modem 傳輸 ) 傳輸系統 ( 包含 Client 端與 Server 端兩種程式 ) ，分別安裝於醫院 Internet(Server 端程式 ) 與 Intranet(Client 端程式 ) 之各一台電腦中，此二電腦以 RS232C(Null modem) 傳輸線連接著。 The approach is: IT personnel to develop master-slave (Client / Server) RS232C (Null modem transmission) Transmission System (Client side and Server-side includes two programs), were installed in the hospital Internet (Server side program) and the Intranet (Client-side program) of the one computer, this second computer to RS232C (Null modem) transmission line connected. 一旦 Internet 網站服務需存取 Intranet 資訊時， Internet 之電腦 Server 端程式會透過 RS232C 線與 Intranet 電腦之 Client 端程式建立連線 (Connection) ，並將需求資訊傳給 Client 端程式； Client 端程式收到資訊後進行相關處理後將結果回傳給 Server 端程式，進而呈現結果於 Internet 網站上。 Once the Internet service required to access the Intranet site when information, Internet Server-side programming the computer through the RS232C line with the Intranet Client-side computer program to establish connection (Connection), and demand information passed to Client-side code; Client-side program received Information related to treatment after the results back to the Server-side after the program, and then present the results on the Internet site. 如此一來，使用本「資料交換系統」既可達到 Internet 與 Intranet 互傳之目的，又可免除被駭客入侵之危險，相信是醫院網路安全防治上優於防火牆之有效方式。 In this way, use the "data exchange system," Internet and Intranet can achieve the purpose of each transfer, but also remove the risk of attack by hackers, believed to be superior to the hospital network security firewall, effective prevention methods. 然而， RS232C 傳輸線之傳輸速度不高，並不適合於大量資料資料之交換，然而，以醫院網站應用服務之需求 ( 例如：網路掛號 ) ，通常並不需進行大量資料之傳送。 However, RS232C cable transfer speed is not high, is not suitable for large amounts of data information exchange, however, hospital services demand web applications (such as: network registration), usually does not require a great deal of data transmission. 

6. Intranet/Internet 資料交換系統 Intranet / Internet information exchange system 

完整資訊安全措施除了上述之預防措施外，亦需包含有效之偵測 (Detecting) 與回復 (Recovering) 之機制。 Complete information security measures in addition to the above preventive measures, should also include effective detection (Detecting) and recovery (Recovering) of the mechanism. 因此，對於病毒防範與偵測，醫院可導入口碑佳之防毒系統來因應，而災害復原則採用專業軟體派送系統來進行。 Therefore, virus prevention and detection, quality and reputation of the hospital to import anti-virus system response, and disaster recovery using the principles of professional software delivery system to carry out. 

四、系統發展 4, system development 

實現本安全資訊系統架構之發展，除採購並導入防毒系統、軟體派送系統、防火牆外，資訊部門另需進行相關應用系統開發與修改與網路電腦佈建重整工程 ( 此些工作亦可委外進行 ) ，最後則進行使用者教育訓練與推行，相關步驟受限於篇幅限制，則不在此詳述。 The achievement of the development of secure information systems architecture, in addition to procurement and import anti-virus systems, software delivery system, firewall, the IT department would be required for the associated application systems development and deployment of revising and re-engineering network computer (this can also be commissioned some work outside), and finally the conduct user training and implementation of the steps is limited by constraints of space, not in detail. 

肆、討論 Wantonly, to discuss 

本研究主要是希望以現由 BS7799 資訊安全之規範作為醫療院所制定相關安全管理規則之參考依據，並以此檢視現有醫院安全防範上可能之漏洞及威脅，同時針對醫療院所常見病毒及駭客之產生安全之顧慮，提供一個整合性的資訊安全架構。 This study is the hope by the BS7799 Information security norms as health care institutions to develop rules related to the reference basis for the security and safety precautions in order to view the existing hospital may be the vulnerability and the threat is directed against common viruses and Hai hospitals create safety concerns of passengers, providing an integrated information security architecture. 本研究與南部某區域級醫院合作，實際在醫院環境中建構此安全資訊系統架構。 In this study, with a southern regional hospitals to cooperate in the hospital environment, the actual construction of the security of information systems architecture. 本研究實際發展 RS232C 之傳輸交換系統並應用於醫院網站提供之網路掛號系統中，經過實際評估，完成一筆網路掛號之時間與從前透過網路方式相同 ( 並無明顯延遲現象 ) 。 In this study, the actual development of the transport exchange system RS232C and used in hospitals to provide the web site registration system, after the actual assessment, the time to complete an online registration through the Internet the same way with the former (there is no significant delay phenomenon). 因此，本研究所提之架構，經實作之驗證後，可歸納出以下之特性、限制以及導入此架構決策之考量，相關內容說明如下： Therefore, the proposed conceptual framework, by implementing the validation, can be summarized in the following characteristics, limitations and considerations into decision making in this framework, the relevant content as follows: 

一、安全資訊系統架構之特點 First, the security features of information system architecture 

1. 駭客無法入侵，安全性高：利用 RS232C 實體線路將醫院的 Intranet 及 Internet 網路做一有效區隔，駭客不得其門而入，因此有較高的安全性。 1. Hackers can not invade, safe: Using RS232C physical link to the hospital Intranet and Internet networks to an effective segmentation, hackers enter the halls, so there is high security. 

2. 電腦病毒不易感染、傳播與發作：不當的檔案存取或是使用來源不明的程式最易受到電腦病毒的危害，本研究是採用集中管理的方式，僅允許使用者使用上網區的電腦與外界進行互動，這些電腦本身就會安裝個人版的防毒軟體，並且定期更新病毒碼之內容，其受感染的機會相對變小。 2. Computer virus infection and dissemination of attack: improper file access or use programs from unknown sources, the most vulnerable to the dangers of computer viruses, this study used a centralized approach, only allowing users to use computers and the Internet zone interact with the outside world, these computers will be installed on their own personal version of the antivirus software and regularly update the signature of the content, the chance of infection is relatively smaller. 

3. 高安全性之電子文件存取：由於上網區的規劃，電子文件的存取相對較有保障，不怕受到病毒的威脅，因此，電子文件的存取具有高安全性。 3. High security electronic document access: As the Internet zone planning, electronic document access to relatively more secure, not afraid of the threat of viruses, therefore, access to electronic documents with high security. 

4. 公用電子文件控管容易：公司內部經常有一些共用的電子文件必須進行分享，因此可透過公用文件區的建置，來達成資訊分享的目的，每一份文件都會由資料上傳者嚴格的設定允許讀取者的權限，故亦能輕易的進行文件的存取控管。 4. Common control of electronic documents is easy: there are often shared within the company's electronic files must be shared, so you can build through the public file area, to achieve the purpose of information sharing, each file will be uploaded to strictly by the information who set the permissions to allow read, it can also easily control access to files. 

5. 建置成本低廉：對醫院而言，採用我們所提出的整合性資訊安全架構，其本身在成本支出方面僅需添購上網區所需的電腦軟硬體設備以及 RS232C 傳輸線路，其他所需的軟體功能，皆可由內部資訊室人員進行開發，因此，此架構在成本方面，相較於醫院其他的支出而言，相當的低廉。 5. Build low-cost: the hospital, the use of our proposed integrated information security architecture, the cost of its own spending in the Internet zone only purchase the required computer hardware and software equipment and RS232C transmission line, the other by required software functionality can be viewed in-house IT staff development room, so the cost of this structure, compared with other hospital expenses, the quite low. 

二、安全資訊系統架構之限制 Second, the limitation of the security of information systems architecture 

1.Internet 與 Intranet 間資料交換之速度較一般網路慢：受限於 Internet/Intranet 網路間使用 RS232C 傳輸線路既有傳輸速度的限制，其速度較一般網路慢。 1.Internet and Intranet data exchange between the speed of slower than normal network: limited Internet / Intranet network established between the use of RS232C speed transmission line constraints, network speed slower than normal. 為改善傳輸速度上的限制，爾後可能會針對其他傳輸速度較快的傳輸線路進行研究，並開發相對應的資料上傳 / 下載系統。 To improve the transmission speed limit and then, transmission speed may be faster for other transmission lines to study and develop the corresponding data upload / download system. 

2. 無現成套裝軟體，程式需另外發展：目前並無現有的套裝軟體可資利用，因此，所需使用的軟體還需另外開發。 2. No ready-made software package, an additional program development: There is no existing software packages available and, therefore, necessary to use additional software development needed. 

三、導入安全資訊系統架構之決策衡量 Third, the security of information systems into decision-making framework to measure 

1. 醫院內部對於即時與 Internet 連線並作資料交換之需求較低。 1. Inside the hospital for immediate and Internet connection and a lower demand for data exchange. 

2. 配合現行 BS7799 資訊安全規範之控制要點，規劃醫院整體安全系統架構。 2. With the existing information security standard BS7799 control of the main points of the overall security of the hospital system architecture planning. 

陸、結論與建議 Lu, conclusions and recommendations 

本研究主要著重於整合性醫院網路資訊安全架構的研究，由於目前鮮少有專家學者針對醫院之需求提出一個良好的解決方案，而醫療院所也是在此次疾風病毒的影響之下，才開始深切體會資訊安全對於企業經營所扮演之重要性，而透過本研究所提架構之實作，除可確保醫院內部資訊系統之正常運作外，同時亦可達到內部文件分享及系統建置成本低廉的優點，因此可提升醫療院所導入的意願。 This study focused on the integrated hospital network security architecture of information, as currently there are few experts raised the demand for hospital a good solution, but the high winds in hospitals Yeshi under the influence of the virus, only Kaishi fully appreciate the information security for business the importance of play, and through this research provided the implementation framework, in addition to ensuring that internal hospital information system outside the normal operation, but we also build internal file sharing and system cost advantages, so you can import medical institutions will improve. 此外，本研究之主要貢獻不僅提供一個整合性安全系統架構發展之準則，讓醫療院所有所遵循的依據，同時並在此架構之下提出一個符合現行醫院需求、低成本、易於建置且安全性高的防毒防駭系統。 In addition, the main contribution of this study not only provides an integrated security system architecture development guidelines, to be followed according to hospital, while under the framework proposed in this hospital which meets the current needs of low-cost, easy to build and secure brokerage accounts with high anti-virus system. 此一架構亦可提供醫院導入 BS7799 安全管理規範及整合性安全架構發展準則，作為其他醫院或是其他產業規劃之參考。 This framework can also provide the hospital import the BS7799 security management standards and guidelines for the development of integrated security architecture, as other hospitals or other industry planning and reference. 同時，並可讓有意願提升醫院整體安全防護的同業，瞭解導入此一架構的重要因素，以減少系統建置時的障礙。 At the same time, and may wish to upgrade the hospital so that the overall security of the industry to understand the import of this important factor in architecture, in order to reduce the barriers when the system build. 
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